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1. Getting Started

1.1. Tasks and modules

CryptBench consists of a number of tasks that are to be completed by the student. The student is expected to complete a puzzle at the end of each task in order to move on to the next one. 

The system is designed so that each task is made up of a number of modules. These can be adjusted to accommodate student and the type of lesson being given.

In this document reference to task will mean the form that is loaded when the uses clicks on a menu button. Module will mean a component of the task. This could be either an information box that just enables the student to read about the task or a complex component that they can use to interact with the system.

2. Errors.

2.1. Loading from Shortcut on Desktop.

If an error occurs when loading CryptBench. Right click on the shortcut, select properties and the properties dialogue box will load. On the “Shortcut Tab” enter in the directory that you installed CryptBench to in to the field labelled “Start in:”.
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3. Configuring CryptBench

3.1. Menu.xml

Menu.xml contains the menu management for CryptBench. Each menu button is identified by a <page> tag.

It is possible to add/change the menu items by changing the configuration of the menu.xml file.

Each form can be custom built from a number of modules.

3.2. Modules

Each task is made up of a number of modules. The default menu.xml file contains the standard tasks for the project. These can however be adjusted to suite different classes and requirements.

3.2.1. Information Box

The tag <info> adds an information box to the form. This box will load static information from a .txt file specified in the <filetoload> tag.

<info>

<filetoload>ascii.txt</filetoload>

</info>

In the example above information box will be added to a form and the information displayed will be acquired from the ascii.txt as specified in the <filetoload> tag.

3.2.2. ASCII Selectors

The ASCII Selectors module allows the users to view ASCII characters as alphanumeric characters, the ASCII numeric equivalent, hexadecimal numbers and in binary format.

<asciiselectors>

<toload>1100</toload>

</asciiselectors>

In the tag above <toload> specifies which of the selectors to show. Valid values are 1100 and 1111. 1100 will load the characters and the ASCII equivalent. 1111 will load characters, ASCII values, hexadecimal values and binary values.

3.2.3. Move on

The move-on module adds a button at the bottom of the form that can be selected to move on. Included is the option to decode a word, which will enable the “move on” button.

<moveon>

<filetoload>moveon.txt</filetoload>

<codetype>ascii</codetype>

<password>go0</password>

</moveon>

The child tag<filetoload>, will load a text file containing instructions on what is expected in order to move-on. <codetype> can have the value ascii or hex, specifying the type of encryption applied to the module. <password> is an alternate password that can be used to move on to the next task without having to solve the decryption puzzle.

3.2.4. Ascii Coding

<page id="0">

    <title>Ascii Coding</title>

    <info>

      <filetoload>ascii.txt</filetoload>

    </info>

    <asciiselectors>

      <toload>1100</toload>

    </asciiselectors>

    <moveon>

      <filetoload>moveon.txt</filetoload>

      <codetype>ascii</codetype>


  <password>go0</password>

    </moveon>

  </page>

This file contains the menu information typically in the following format.

<page id="0">

    <title>Ascii Coding</title>

    <info>

      <filetoload>ascii.txt</filetoload>

    </info>

    <asciiselectors>

      <toload>1100</toload>

    </asciiselectors>

    <moveon>

      <filetoload>moveon.txt</filetoload>

      <codetype>ascii</codetype>

      <password>go0</password>

    </moveon>

  </page>

The <info> tag references static information about a specific page. This can be loaded from the file name in the <filetoload> tag.

    <info>

      <filetoload>ascii.txt</filetoload>

    </info>

The <password> tag is the trapdoor password for the specific part of the application.

4. Statistical Decoding

The files that are loaded are stored in the “[install path]\data\decoding” directory. Any files with the extension .std will be randomly selected to be decoded.

5. CbAdmin.exe

Only button 1 works, this can be used to create new documents that can be loaded by the Statistical Decoding module.

