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1. Getting Started

1.1. Tasks and modules

CryptBench consists of a number of tasks that are to be completed by the student. The student is expected to complete a puzzle at the end of each task in order to move on to the next one. 

The system is designed so that each task is made up of a number of modules. These can be adjusted to accommodate student and the type of lesson being given.

In this document reference to task will mean the form that is loaded when the uses clicks on a menu button. Module will mean a component of the task. This could be either an information box that just enables the student to read about the task or a complex component that they can use to interact with the system.

1.2. Directories

…\CryptBench\data


- Location of files loaded by Information Box’s

…\CryptBench\data\movies
- Location of Movie (avi, mpg) files

…\CryptBench\data\web

- Location of html Files

…CryptBench\data\decoding 
- Location of .std files used in decoding

Errors.

1.3. Loading from Shortcut on Desktop.

If an error occurs when loading CryptBench. Right click on the shortcut, select properties and the properties dialogue box will load. On the “Shortcut Tab” enter in the directory that you installed CryptBench to in to the field labelled “Start in:”.
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system.xml

The system.xml contains settings that relate to the configuration of CryptBench.

1.4. <unlockkey><key>

The unlock key is a default key that will appear when a user attempts to unlock a task. The key is in four parts. Each part consists of three digits (0-9). The first digit of each part makes up the code. The code is created by raising two to an exponent where the exponent is the task number. Valid codes are 2,4,8,16,32,64,128,256,512,1024,2048 etc. Each code will unlock the specified target task and the tasks preceding it.

Leaving the <key>tag empty will result in no default key being set.

1.5. <font>

Four font types have been listed. The font type at the top of the list is the font that will be used by the application.

1.6. <fontsize>

Adjusting the values in the <f_xxxx> tag where xxx is the default monitor width resolution can set the font size for various screen resolutions. The value of the <else> tag is the font size that will be used if the resolution is not present in the list.

1.7. <alphabet>

The alphabet tag contains the alphabet that is used by the decoding/encoding modules. Only the characters in the lists will be considered for encoding/decoding.

The <other> tag contains the list of special characters that are accepted.

The <letterfrequency> tag lists the characters of the English alphabet in order of most common use. The list can vary depending on the means of determining the most common used characters. This list is used in decoding messages where letter frequency can help decode a number of letters.

1.8. <application><type>

Valid application types are “server”,“client” or “none”. 

“server” will enable the “Admin” menu on CryptBench. This Admin menu will allow an Administrator to load a text editor enabling them to edit files that are to be decrypted in the “Statistical Decoding” task. The text editor can be run independently by running cbAdmin.exe. Loading the server will also initiate the server module, which will listen to the <port> on the <ip> for any client connections. The connections can be viewed by clicking on the “View Connections” on the “Admin” menu. After the initial handshake all communications between server and client will take place on a secondary port. <cport> is the first port that will be utilised for further communications <cport> will then increment for each client connection..

When loading CryptBench with the “client“ <type> CryptBench will attempt to connect to a server on <port> with the specified <ip>. If connected the client will validate the .sdt files against those on the server. If the files differ the client will download all files from the server.

2. menu.xml

Menu.xml contains the menu management for CryptBench. Each menu button is identified by a <page> tag.

It is possible to add/change the menu items by changing the configuration of the menu.xml file.

Each user task can be custom built from a number of modules.

2.1. Modules

Each task is made up of a number of modules. The default menu.xml file contains the standard tasks for the project. These can however be adjusted to suite different classes and requirements.

2.1.1. Information Box

The tag <info> adds an information box to the form. This box will load static information from a .txt file specified in the <filetoload> tag.

<info>

<filetoload>ascii.txt</filetoload>

</info>

In the example above information box will be added to a form and the information displayed will be acquired from the ascii.txt as specified in the <filetoload> tag.

2.1.2. ASCII Selectors

The ASCII Selectors module allows the users to view ASCII characters as alphanumeric characters, the ASCII numeric equivalent, hexadecimal numbers and in binary format.

<asciiselectors>

<toload>1100</toload>

</asciiselectors>

In the tag above <toload> specifies which of the selectors to show. Valid values are 1100 and 1111. 1100 to load the character and ASCII selectors. 1111 will load characters, ASCII values, hexadecimal values and binary selectors.

2.1.3. Move on

The move-on module adds a button at the bottom of the form that can be selected to move on. Included is the option to decode a word, which will enable the “move on” button.

<moveon>

<filetoload>moveon.txt</filetoload>

<codetype>ascii</codetype>

<password>go0</password>

</moveon>

The child tag<filetoload>, will load a text file containing instructions on what is expected in order to move-on. <codetype> can have the value ascii or hex, specifying the type of encryption applied to the module. <password> is an alternate password that can be used to move on to the next task without having to solve the decryption puzzle.

2.2. Example Button 

The Ascii Coding button will load a info box containing text in the ascii.txt file. It will also contain two selector widgets with ASCII numbers and equivalent keyboard characters to view. To move on the user will have to decode a ASCII encoded word. The Trapdoor to bypass the decoding is go0.

<page id="0">

    <title>Ascii Coding</title>

    <info>

      <filetoload>ascii.txt</filetoload>

    </info>

    <asciiselectors>

      <toload>1100</toload>

    </asciiselectors>

    <moveon>

      <filetoload>moveon.txt</filetoload>

      <codetype>ascii</codetype>


  <password>go0</password>

    </moveon>

  </page>

3. Statistical Decoding

The files that are loaded are stored in the “[install path]\data\decoding” directory. Any files with the extension .std will be randomly selected for decoded.

4. CbAdmin.exe

Only button 1 works, this can be used to create new documents that can be loaded by the Statistical Decoding module.

