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Abstract

This paper seeks to illustrate how the technology required to deliver a computer forensics programme can be used to enhance the pedagogic practice in the provision of the programme and how computer forensics as a subject can add meaning and value to an informatics syllabus. 
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1. Introduction

The objective of this paper is to illustrate that by using a theme in the teaching of informatics, in this case computer forensics at Northumbria University in the UK, there is the opportunity to contextualise the various underpinning subjects and fundamental principles in informatics and pull those subject strands together into a holistic programme of study. As a result of using this theme there is also opportunity to move away from the traditional teaching delivery pattern in informatics. The Computer Forensics programme at Northumbria makes use of a laboratory facility as a ‘base room’ for students and as such provides the opportunity to use a more informal teaching model where lectures and practical activities merge and use is made of authentic case studies (thanks to collaboration with Northumbria police and other computer forensics practitioners). The laboratory is also used as the location for input from practitioners and facilitates the use of industry standard computer forensic software (EnCase from Guidance Software) in the teaching of the subject.

The approach discussed in this paper focuses on the delivery of computer forensics as a central theme in the teaching of fundamental informatics principles and values. This approach can be applied using other specialist areas in the informatics ‘family’ such as computer security, computer games, entrepreneurship, multimedia, or music technology to name a few.

It is not the intention in this paper to suggest that the introduction of programmes such as computer forensics is the panacea to all pedagogic issues in the informatics subject area but it does illustrate the opportunities provided by utilising new technology on informatics education. The use of technology in this paper focuses on the use of computer forensics technology in changing the traditional pattern of lecture and tutorial through using a base room and does not cover the use of virtual learning environments (VLEs) or blended learning as an impact of new technology on informatics education.
2. Background 

The primary aim of the BSc (honours) Computer Forensics programme at Northumbria University is to provide a broad, general education in the theory and practice of informatics with special emphasis in the area of computer forensics. The programme has adopted the philosophy of providing an educational programme which addresses the fundamental principles of Computing as designated in the QAA Computing Benchmark. The learning and teaching focuses on the theoretical, professional, technical, legal, social aspects and concepts of computer forensics. This programme provides students with the knowledge to professionally, systematically and impartially undertake the preservation and extraction of all relevant digital evidence from computers, computer systems and computer networks (including the Internet) applying appropriate theory and underpinning principles (computing principles and computer forensics principles) using appropriate tools and techniques.

The learning and teaching environment is used to develop the professional expectations of students working in computer forensics (example of contextualizing computer ethics and professionalism) as well as stressing the students’ ethical and moral responsibilities to themselves and others, including the School and the University.
3. Programme Design
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The programme was designed (in collaboration with practitioners), to address the skills, techniques and theoretical requirements for graduates who intend to work in the field of computer forensics. Students are exposed to the realities of computer forensics investigations through the analysis of previous cases (naturally account confidentiality, anonymity and ethical considerations are taken into account). This practice also includes hypothetical case studies and any cases made available in the public domain. 

The programme has been designed to introduce computer forensics in the first year (20 points from 120 level 4), increasing the coverage in the second year (40 points from 120 level 5) and almost the full final year (60 taught points plus 30 point individual project) given to computer forensics – at the same time covering the underlying syllabus of computing and informatics. 

In order to allow for coverage of computer forensics in the design of the programme some coverage of the ‘traditional’ computing subjects was reduced. Within the context of computer forensics, the programme team felt that a lessening of analysis and design would be appropriate – bearing in mind the professional body (British Computer Society) expectations and requirements.  
4. Change to Traditional Learning and Teaching

The teaching of computer forensics at Northumbria continues to make some use of the traditional lecture / tutorial model.  However, since the majority of the teaching takes place in the computer forensics laboratory and the subjects covered often have a practical aspect which allows for ‘hands on’ activities throughout the lecture sessions, the boundaries are often clouded. This practice is extended for practitioner and professional speakers (a wide range of practitioners have participated in the programme) who are invited to work with students by delivering workshops based on their practice and experience.

The teaching team make use of case studies to develop student appreciation and understanding of fundamental principles. The forensic analysis of case studies provides an authentic element to the syllabus but also allows students to develop their knowledge and understanding in a meaningful environment rather than in an abstract situation. Students are encouraged to develop a reflective portfolio of their activities – based on the development of computer forensics skills and techniques and the integration of computing principles (programming, computer systems fundamentals, networks and operating systems, databases, discrete mathematics) into their computer forensics subjects. This has the benefit of adding value, context and meaning to the fundamental computing subjects.  

In order to teach computer forensics in as realistic and authentic a setting as possible the computer forensics laboratory is fully utilized on the programme. The lab was designed (in consultation with a number of local computer forensic practitioners in particular Northumbria Police), to provide students with opportunities to develop practical skills and techniques using computer forensics tools in a safe and secure environment. Specific hardware requirements (such as write blockers – to enable read only imaging) were included in the specification of the laboratory. The laboratory environment enables teaching staff to emphasise the principles of evidential integrity and evidential continuity in a practical setting and to give students the opportunity to apply these principles when conducting an investigation. By making use of the computer forensics laboratory as a focal point for the teaching of the programme, the programme team are not only able to provide key facilities that are critical to the course content, but they can use that environment to inspire and motivate students in their studies.

5. Summary

In teaching computer forensics there is the opportunity to motivate and inspire students through the appropriate use of new technology. The use of a subject such as computer forensics helps students understand the fundamental and underpinning principles of the informatics syllabus. The technological facilities required for the teaching of computer forensics provide the opportunity to contextualise the principles of informatics but also provides a ‘base room’, which allows for the development of an integrated learning and teaching environment, from which students are more fully able to engage and connect with their studies.
